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Agenda

• Overview of SEC Cybersecurity Rules

• Developing an IRP process to support escalation and 

impact analysis to support a materiality determination; 

• Review a template of a Form 10-K Item 1C disclosure; 

and

• Review prior and current litigation and SEC enforcement 

actions to anticipate risk areas. 



SEC Cybersecurity  Rules Overview
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SEC Cybersecurity Rules

• Disclosure of Material Impact from Cybersecurity Events
o file an 8-K within four business days of determining a cybersecurity incident is material that describes 

(1) the material aspects of the nature, scope, and timing of the incident, and (2) the material impact or 
reasonably likely material impact on the company, including its financial condition and results of 
operations.

• Disclosure of Cybersecurity Risk Management and Strategy
o Describe the process of assessing, identifying, and managing material risks from cybersecurity threats 

in sufficient detail for a reasonable investor to understand the processes.
o Describe whether risks from cybersecurity threats, including as a result of any previous cybersecurity 

incidents, have materially affected or are reasonably likely to have a material affect, including to 
business strategy, results of operations, or financial condition and if so, how.

• Governance - Disclosure of Management and Board Oversight

o Describe the Board’s oversight of risks from cybersecurity threats
o Describe management’s role in assessing and managing material risks from cybersecurity 

threats, including three specific areas.



6

Disclosure of Material Impact

Obligation – file an 8-K within four business days of determining a cybersecurity incident is material that describes (1) the 
material aspects of the nature, scope, and timing of the incident, and (2) the material impact or reasonably likely material 
impact on the company, including its financial condition and results of operations.

▪ The filing may be delayed by up to 30 days if the US Attorney General determines that a 
disclosure “poses a substantial risk to national security or public safety” and the AG notifies the 
SEC of the determination.

▪ The 8-K does not need to include technical details about the incident or the company’s resposne 
plans.

▪ The materiality determination must be made without unreasonable delay after discovery of the 
incident.

▪ If information required to be included in the 8-K is not available at the time of the initial 8-K filing, 
that must be mentioned in the initial 8-K filing and the 8-K must be amended when that 
information is determined (within four business days of determining the information that was 
missing).
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Disclosure of Cybersecurity Risk 
Management Strategy
Obligation – There are two security strategy disclosure obligations that will go in a new Item 1C Cybersecurity section 
of a 10-K as well as a disclosure about management and board oversight. 

▪ (1) The first is to describe the process of assessing, identifying, and managing material risks from 
cybersecurity threats in sufficient detail for a reasonable investor to understand the processes. The stated 
intent of the SEC is to provide enough detail about cybersecurity practices for an investor to understand the 
company’s cybersecurity risk profile. The non-exhaustive list of disclosure items to address are: 

▪ (i) Whether and how any such processes have been integrated into the registrant’s overall risk 
management system or processes; 

▪ (ii) Whether the registrant engages assessors, consultants, auditors, or other third parties in connection 
with any such processes; and 

▪ (iii) Whether the registrant has processes to oversee and identify such risks from cybersecurity threats 
associated with its use of any third-party service provider.

▪ (2) The second is to describe whether risks from cybersecurity threats, including as a result of any previous 
cybersecurity incidents, have materially affected or are reasonably likely to have a material effect, including 
to business strategy, results of operations, or financial condition and if so, how.
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Disclosure of Management and 
Board Oversight
Obligation – as a complement to the risk management strategy disclosure, this governance disclosure 
obligation is focused on how a company’s leadership oversees and implements its cybersecurity 
processes in two parts:

(1)  Board of Directors – describe the board’s oversight of risks from cybersecurity threats, and, if 
applicable, identify any committee or subcommittee responsible for this area of oversight and how the 
board or committee is informed about risks from cybersecurity threats; and 

(2) Management – describe management’s role in assessing and managing material risks from 
cybersecurity threats, including addressing the following non-exhaustive list: (i) management 
positions that are responsible for assessing and managing such risks and the relevant expertise of 
those individuals (e.g., a CISO or comparable position), (ii) the processes by which responsible 
managers or management committees are informed about and monitor “prevention, detection, 
mitigation, and remediation of cybersecurity incidents,” and (iii) whether management report 
information about material cybersecurity risks to the board or a board committee.



IRP ESCALATION & IMPACT ANALYSIS PROCESS 

9



What Companies Should Do

• Develop and implement disclosure controls and procedures
o Account for stock trading restriction process and stock buyback 

scenarios

o Use incident severity classification to establish escalation 
procedure from IRT to disclosure committee

o Establish briefing method/cadence for updating executive team and 
disclosure committee

• Use a “bringdown” process to avoid misleading or inaccurate 
disclosures
o Make sure to review Item 1A forward-looking risk factors 

o Starting next year, also review Item 1C cybersecurity risk 
management strategy disclosure



Internal Detection

Incident Severity Classification – Escalation Protocol

Identify cybersecurity incidents

External Detection

Notices of cybersecurity 

incidents

Triage IRT

Initial incident classification and core team build

CRITICALHIGHMEDIUMLOW

INCIDENT SEVERITY CLASSIFICATION LEVELS

NOTIFIED IMMEDIATELY  

Medium

High

Critical

ACTIVELY ENGAGED 

(CEO)

(BoD AC)

+ Medium Impact 

Team

(CCO)

(CLO)

(CFO)

Controller

CTO

(Internal Audit)

 (ERM)

IR Core & Extended Team

(Controller)

(CFO)

(Internal Audit)

(Inv Relations)

(ERM)
+ Medium & High Impact

Team

(CIO)

(CCO)

(CLO)

(Controller)

(CTO)
+ Medium Impact Team

Full Board of Directors

+ Medium Impact Team

Executive Leadership Team (ELT)

Contact external services (legal, forensics)

INCIDENT RESPONSE TEAM

CORE TEAM

Security

Legal

Communications

Risk Management

IT Operations

EXTENDED TEAM (as needed)

[name]

[name]

[name]

Human Resources

[name]

Others team members as needed



IRP Example

Privilege/Legal hold/SEC disclosure/insider trading protocol-a potential add to cover these items: 

• Legal, in coordination with outside counsel, if any, will advise the IRT regarding the scope of attorney-client or other 
legal privilege and how to maintain that privilege throughout the investigation.IRT members are advised that, 
generally, the attorney-client privilege only applies to communications seeking or providing legal advice, and not to 
every document or communication labeled as “Attorney-Client Privileged” or which includes Legal or outside counsel 
in the distribution.If an IRT member has a question regarding whether the attorney-client privilege applies to a 
particular document or communication, the IRT member should seek the advice of Legal or outside counsel.

• •If there is an intent to engage the forensic firm to conduct work to support the provision of legal advice to the 
company regarding the incident, ensure that the forensic firm is engaged by Legal or external legal counsel. If the 
company has already negotiated an engagement agreement with the forensic firm, request a statement of work 
specific to the Incident. Ensure that the statement of work contains language to support the application of attorney-
client privilege where desired.

• •Legal will also determine if a legal hold is appropriate, and issue a legal hold notice as needed.
• •Legal will notify the company’s [Disclosure Committee] of incidents classified as Critical Risk or Escalated Risk so that 

the company’s SEC disclosure obligations, if any, may be considered.
• •Legal will maintain a list of the members of the IRT.Depending on the circumstances of the Incident, where 

applicable, this list will be used to support the issuance of a legal hold [and consideration of the incident in 
conjunction with the company’s insider trading policy].



Materiality 

General Definition of Materiality

• Is there a substantial likelihood that a reasonable investor would consider the information important in deciding 
whether to buy or sell securities?

• Would disclosure or lack thereof significantly alter the total mix of information available to investors?

• Weigh likelihood of occurrence and magnitude on a sliding scale – something that is a very remote possibility 
may not be material no matter what, but something that has a reasonably small chance of occurring may be 
material if it would be of a very large magnitude, should it occur.

• Materiality determinations are inherently judgment calls based on all relevant facts and circumstances.  Our role 
should be to help guide client through the assessment, make sure they are aware of and understand the facts 
relative to the incident response work we are doing (including what information remains unknown and when it 
may be determined) and can offer our insights.  

• But the decision must be made within the entire context of the client’s business, and therefore clients, and in some 
cases with the assistance their existing securities counsel, are best positioned to make the ultimate determination.  
Different companies have different tolerances and thresholds for determining materiality, and following past 
practice is important.

• The assessment must also be made with a full understanding of past public statements by the client regarding 
cyber practices, risks and incidents, whether in SEC filings or other communications, so that the current incident 
can be considered in the context of those past statement.
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Example

• August 14, 2023 | First 8-K filed
• October 4, 2023 | Supplemental 8-K
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Escalation Tactics



FORM 10-K ITEM 1C CYBERSECURITY DISCLOSURE
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Item 1C Cybersecurity Action 

Items

• Start preparing description of cybersecurity program

• Likely a lot of variation when many companies file in 
February/March 2023 (subsequent filings will likely become 
similar)
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Regulatory View of “Reasonable 

Security”

• Risk assessment – conducted annually (+) and done using a recognized 
method 

• Written information security program: (1) based on risk assessment, and 
(2) security framework (e.g., NIST CSF, Zero Trust)

• Specific technical safeguards

• Access controls, patch/vulnerability management, logging and 
monitoring, segmentation, asset management, component 
hardening, threat intelligence, threat/event detection, DLP, FIM

• MFA for all remote access, encryption, EDR

• Vendor management: (1) 3-parts (due diligence, contractual 
requirements, oversight); and (2) enhanced process for “significant” IT 
vendors

• Secure disposal/data retention

• Employee training and awareness

• Assessments

• Executive reporting regarding security program and incidents 
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Risk Management and Strategy

Item 1C. Cybersecurity.

Risk Management and Strategy. The Company has developed an information security program to address material risks from cybersecurity threats. 
The program includes policies and procedures that identify how security measures and controls are developed, implemented, and maintained. A risk 
assessment, based on a method and guidance from a recognized national standards organization, is conducted annually. The risk assessment along 
with risk-based analysis and judgment are used to select security controls to address risks. During this process, the following factors, among others, are 
considered: likelihood and severity of risk, impact on the Company and others if a risk materializes, feasibility and cost of controls, and impact of 
controls on operations and others. Specific controls that are used to some extent include endpoint threat detection and response (EDR), identity and 
access management (IAM), privileged access management (PAM), logging and monitoring involving the use of security information and event 
management (SIEM), multi-factor authentication (MFA), firewalls and intrusion detection and prevention, and vulnerability and patch management. 

Third-party security firms are used in different capacities to provide or operate some of these controls and technology systems.  For example, third 
parties are used to conduct assessments, such as vulnerability scans and penetration testing. The Company uses a variety of processes to address 
cybersecurity threats related to the use of third-party technology and services, including pre-acquisition diligence, imposition of contractual 
obligations, and performance monitoring.

The Company has a written incident response plan and conducts tabletop exercises to enhance incident response preparedness. Business continuity 
and disaster recovery plans are used to prepare for the potential for a disruption in technology we rely on. The Company is a member of an industry 
cybersecurity intelligence and risk sharing organization. Employees undergo security awareness training when hired and annually.

The Company has a Governance, Risk, and Compliance (GRC) function to address enterprise risks, and cybersecurity is a risk category addressed by that 
function. [consider additional detail]. The Company has a privacy and security governance committee.     

The Company (or third parties it relies on) may not be able to fully, continuously, and effectively implement security controls as intended. As described 
above, we utilize a risk-based approach and judgment to determine the security controls to implement and it is possible we may not implement 
appropriate controls if we do not recognize or underestimate a particular risk.  In addition, security controls, no matter how well designed or 
implemented, may only mitigate and not fully eliminate risks.  And events, when detected by security tools or third parties, may not always be 
immediately understood or acted upon.  
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(b)(2) Disclosure Uncertainty

“Describe whether any risks from cybersecurity threats, 

including as a result of any previous cybersecurity 

incidents, have materially affected or are reasonably likely 

to materially affect the registrant, including its business 

strategy, results of operations, or financial condition and if 

so, how.”



ENFORCEMENT & LITIGATION RISK
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SEC 

Enforcement 

Actions 

Pearson - $1 million 
(educational software 1 
million rows of data)

Blackbaud - $3 million

SolarWinds – complaint filed 
against company and CISO









SolarWinds Response

• Denies that they lacked 

adequate security

• Example – “follow” NIST 

CST

• Initial attack vector unknown 

– not a VPN vulnerability

• Lawsuit is wrong approach 

because it pressures 

companies to over disclose 

and CISOs to not evaluate

“We intend to correct the record and push back 
on their overreach, as the SEC is provably 
wrong about the facts and lacks the authority 
or competence to regulate public companies' 
cybersecurity.”



These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 

a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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Disclaimer

The information set forth in this document is intended as general risk management information. It is made available with the understanding that Beazley does 

not render legal services or advice. It should not be construed or relied upon as legal advice and is not intended as a substitute for consultation with counsel. 

Beazley has not examined and/or had access to any particular circumstances, needs, contracts and/or operations of any party having access to this document. 

There may be specific issues under applicable law, or related to the particular circumstances of your contracts or operations, for which you may wish the 

assistance of counsel. Although reasonable care has been taken in preparing the information set forth in this document, Beazley accepts no responsibility for 

any errors it may contain or for any losses allegedly attributable to this information. BZ_CBR_068_US_11/23
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